
The City of Minneapolis
Automated License Plate Reader Audit

Abstract
This document has been drafted to provide a
Automated License Plate Reader Audit to the
City of Minneapolis.

Point of Contact:Wildcard Corp. Cybersecurity Team security@wildcardcorp.com
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Executive Summary

Executive Summary
Wildcard was contracted by the City of Minneapolis to conduct an audit of the policies and
procedures regarding Automated License Plate Readers (ALPR) in accordance with MN State
Statute 13.824 Subd. 6 and all other related sections and subdivisions. In our evaluation, we
have determined the City of Minneapolis to be in compliance.

Additionally, we recommend that the City of Minneapolis evaluates their capability to update any
out-of-date ALPR software/firmware in order to improve the security posture of the ALPR
infrastructure.

Scope

The scope of this audit is defined in MN State Statute 13.824 Subd. 6 and all referenced
subdivisions and sections.
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Findings and Recommendations

Findings and Recommendations

Time Skew

The subdivision in scope requires compliance with MN State Statute 13.824 Subd. 7, and this
subdivision requires compliance with MN State Statute 13.05 Subd. 5. Here it is stated that “The
responsible authority shall establish procedures to assure that all data on individuals is
accurate, complete, and current for the purposes for which it was collected...”.

It was mentioned during an interview that times recorded by ALPRs are not always accurate
(Item 1). In order to be compliant with the necessary legislation, the City of Minneapolis must
have a procedure in place to ensure the dates and times of ALPR data are accurate. However, it
was stated during the interview that the MPD has a procedure for adjusting for the time-of-day
inaccuracies.

In order to reduce the risk of problems due to inaccurate times, we recommend that the IT
administrators in charge of the ALPR infrastructure review the device software/firmware
configurations (and other necessary information) in order to derive potential solutions. They then
should evaluate the capability of the City of Minneapolis to implement a given solution.

Software Version

It was mentioned during an interview that the 3M software suite has likely not been updated in a
long time (Item 2). In order to mitigate the risk of damage or breach of this system, we
recommend that the IT administrators in charge of the ALPR infrastructure evaluate the
capability of the City of Minneapolis to update the PAGIS and BOSS systems.
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Appendix A

Appendix A.

Item 1

Interviewee: “... actually, we learned this not too long ago, that the time is not current time… the
time, and it depends on each different camera, might be off anywhere from a couple of minutes
to a few hours… the time is not accurate...”

Interviewer: “... in a given situation, you’d be able to see how it’s offset and correct it?”

Interviewee: “Yeah, and we’ve done that… We’ve been able to figure that out.”

Item 2

Interviewee: “From [what] my understanding is, the 3M system that we have has had zero
updates and no planned updates.”


